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Conclusion on Internal Controls

The Financial Audit Division bases its conclusion about an organization’s internal
controls on the number and nature of the control weaknesses we found in the
audit. The three possible conclusions are as follows:

Conclusion Characteristics
The organization designed and implemented
Adequate internal controls that effectively managed the

risks related to its financial operations.

With some exceptions, the organization designed

Generally and implemented internal controls that effectively
Adequate managed the risks related to its financial
operations.

The organization had significant weaknesses in
the design and/or implementation of its internal

Not Adequate controls and, as a result, the organization was
unable to effectively manage the risks related to
its financial operations.
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Report Summary

The federal government awarded grants to the State of Minnesota totaling

$155 million to develop a Minnesota Health Insurance Exchange (Exchange). As
of December 31, 2013, Minnesota had received and spent $60 million of those
awards. The state spent an additional $34 million of state and other federal
money to upgrade computer systems since the Department of Human Services
would use the Exchange to enroll individuals in publicly-supported health
insurance programs, such as Medical Assistance, Children’s Health Insurance
Program, and MinnesotaCare.

Audit Objectives and Scope

The Office of the Legislative Auditor (OLA) conducted this audit to determine
whether the state agencies® involved in developing the Exchange had adequate
internal controls and complied with applicable legal requirements in spending
public money to develop the Exchange and related computer system upgrades.
Because the money came primarily from federal grants, we were required by the
U.S. Office of Management and Budget to conduct an audit. However, we
expanded the scope to include state requirements.

We audited expenditures made from July 1, 2011, through December 31, 2013.
These expenditures involved:

Information Technology Contracts

Software Support and License Agreements
Professional and Consultant Services Contracts
Personnel/Payroll and Travel

Equipment

Outreach Grants and In-Person Assister Services

In addition to examining controls over these expenditures, we also examined
controls over collection of receipts, employee ability to update financial
transactions in the state’s accounting systems, and compliance with various state
and federal finance-related requirements.

This audit did not assess the overall functionality of the MNsure system and,
specifically, its ability to determine eligibility for public programs or premium tax
credits. In addition, we did not review insurance plans, rates, or billings.

! The state agencies involved in the development of the Exchange consisted of the departments of
Commerce, Health, Human Services, and Management and Budget, MNsure, and the Office of
MNL.IT Services.
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Conclusion

State agencies involved in developing the Exchange had generally adequate
internal controls and generally complied with most legal requirements applicable
to spending public money in fiscal years 2012, 2013, and 2014 (through
December 31, 2013). However, MNsure did not have adequate controls over
marketing costs and the collection of receipts and did not comply with some of its
board policies and Minnesota Statutes. In addition, MNsure and the departments
of Commerce and Management and Budget had other internal control weaknesses
and noncompliance with federal and state requirements as noted in the findings in
this report.

Key Findings

e MNsure did not appropriately authorize $925,458 of additional marketing
work or execute a contract amendment until after the contractor completed
work. (Finding 1, page 11)

e MNsure did not design and implement adequate internal controls over
collection of receipts from applicants. (Finding 2, page 13)

e MNsure did not monitor employee access to functions in the state’s
accounting system that require separation of duties between employees.
(Finding 3, page 15)

e The Department of Commerce and MNsure did not maintain complete
and accurate inventory records of equipment purchased for the Exchange.
(Finding 4, page 16)
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Minnesota Health Insurance Exchange: MNsure
Overview
Creation of the Minnesota Health Insurance Exchange

On March 23, 2010, President Obama signed into law the Patient Protection and
Affordable Care Act.?> The law called for a federal health insurance exchange
while giving states the option to create their own state-based health insurance
exchanges. States that opted to create an exchange submitted applications to the
federal government for grants to plan and establish state-based health insurance
exchanges.

On October 31, 2011, Governor Mark Dayton signed an executive order
authorizing the creation of a state health insurance exchange. During 2012,
Minnesota submitted an application and letters of intent to build a state-based
exchange to the federal government. On March 20, 2013, Governor Dayton
signed legislation that officially established “MNsure” as Minnesota’s health
insurance exchange, to be governed by a seven-member board of directors.?

The authorizing state law allowed MNsure to enroll applicants in qualified
commercial health plans sold through the Exchange or enroll in publicly-
supported plans, Medical Assistance (Medicaid), Children’s Health Insurance
Program, and MinnesotaCare.*

State Agencies Involved in Developing the Health Insurance
Exchange

Prior to the creation of MNsure, the state’s efforts to obtain federal money to
design, build, and manage an exchange was a collaboration among the
departments of Commerce, Human Services, Health, and Management and
Budget, and the Office of MN.IT Services.’

2 Public Law 111-148 as amended by Public Law 111-152.

® Laws of Minnesota 2013, Chapter 9, created the Minnesota Insurance Marketplace and Laws of
Minnesota 2013, Chapter 108, Article 1, Section 67, changed the name to MNsure.

* MinnesotaCare is a state-created, subsidized health insurance program funded from a state tax on
health care providers, federal matching funds, and enrollee premiums.

® The Office of MN.IT Services governs and oversees the development of all State of Minnesota
information technology projects pursuant to Minnesota Statutes 2013, Chapter 16E. However,
Minnesota Statutes 2013, 62V.03, subd. 2 (g), exempted MNsure from several typical information
technology project requirements and approvals. Staff from MN.IT Services participated in the
selection of external contractors to build the exchange, assisted in procurement of computer
hardware and software, and provided technical services to MNsure.
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In October 2011, the state granted authority to the Department of Commerce’s
commissioner to design and develop an exchange. A state health economist from
the Department of Health, April Todd-Malmlov, was designated as the
Exchange’s executive director. The U.S Department of Health and Human
Services’ Center for Consumer Information and Insurance Oversight (CCI10)
awarded federal grants to the Department of Commerce, which managed the
financial and personnel functions for the Exchange. Federal and state money
were also provided to the Minnesota Department of Human Services to upgrade
computer systems since the Exchange would also be used to enroll individuals in
Medical Assistance, Children’s Health Insurance Program, and MinnesotaCare.

On September 18, 2012, Governor Dayton shifted oversight in the development of
the Exchange from the Department of Commerce to the Department of
Management and Budget. The Governor made this change to avoid any conflicts
with the Department of Commerce’s role as the regulator of insurance plans sold
in Minnesota, including those sold through the Exchange. The change transferred
responsibility for all financial, human resource, contractual, and development
activities related to the Exchange to the Department of Management and Budget.
The financial processing functions, however, remained at the Department of
Commerce under the authority of an interagency agreement until the Legislature
created MNsure as a legal entity.

MNsure Board of Directors

As required by state law, MNsure is governed by a seven-member board that
includes the commissioner of Human Services and six additional members
appointed by the Governor. The MNsure Board first met in May 2013. During
board meetings, MNsure staff provided board members with information
regarding the development of the exchange, along with the budget, enrollment
data, and any problems or concerns. In December 2013, MNsure’s executive
director, April Todd-Malmlov, resigned and the board appointed Scott Leitz as
interim chief executive officer.®

Federal Grant Awards

Since Minnesota chose to build its own exchange, the U.S Department of Health
and Human Services’ CCIIO required the state to submit an application
requesting federal grants to fund the planning and establishment of the Exchange.
The application included a budget narrative and detailed how the state would
spend grant funds; for example, on salaries and wages, consultants, information
technology contracts, and equipment, etc. After review, CCIIO awarded planning
and establishment grants totaling $155 million for the following purposes:

® In April 2014, the board appointed Scott Leitz as chief executive officer, removing “interim”
from the title.
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- The Planning Grant funded activities such as background research,
governance, and technical infrastructure.

- The Level One Establishment Grants funded the design and development
of the state-based exchange, including technical infrastructure; broker,
navigator, and consumer service programs; financial management; and
annual maintenance costs.

- The Level Two Establishment Grant continued to build on the work
completed under the Planning and Level One Grants and funded personnel
costs to initially operate the exchange.

Table 1 shows each federal grant awarded to Minnesota by award type, date, and
amount.

Table 1
Federal Grant Awards' to Minnesota for
Cooperative Agreement to Support Establishment of
State-Operated Health Insurance Exchange

Grant Award Type Award Date Award Amount
Planning February 25, 2011 $ 1,000,000
1% Level 1 August 12, 2011 4,168,071
2" Level 1 February 22, 2012 26,148,929
3 Level 1 September 27, 2012 42,525,892
4" Level 1 January 17, 2013 39,326,115
Level 2 October 23, 2013 41,851,458

Total $155,020,465

Note: The federal grant awards listed above did not include other federal money provided to the State of
Minnesota Department of Human Services for the modernization of computerized systems to determine
eligibility in public programs (such as Medical Assistance, Children’s Health Insurance Program, and
MinnesotaCare).

! Federal Grant Award Numbers: HBEIE110058, HBEIE110068, HBEIE120107 replaced by HBEIE120176,
HBEIE120135 replaced by HBEIE120177, HBEIE130149 replaced by HBEIE130163, and HBEIE140181.

Source: U.S Department of Health and Human Services (HHS) Notice of Awards.

Each federal award required Minnesota to use grant funds within a specified time
period, with the latest grant available until December 31, 2014. However, during
2014, MNsure received federal approval to use any unspent grant awards through
calendar year 2015.

Exchange Expenditures

As of December 31, 2013, the State of Minnesota had spent $60 million of the
$155 million total federal grants awarded to develop and implement the
Exchange. Table 2 shows the costs by type of expenditure and fiscal year from
July 1, 2011, through December 31, 2013.
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Table 2

Minnesota Health Insurance Exchange
Expenditures by Type
July 1, 2011, through December 31, 2013

Expenditure Type FY 2012 FY 2013 FY 2014
Information Technology Contracts $ 109,837 $13,778,446 $ 1,867,837
Software Support and Licenses 9,039 16,582,453 2,399,313
Other Purchased Services 657,440 1,314,914 4,231,260
Consultant Services 27,611 2,682,617 1,755,482
Payroll 924,219 1,925,163 2,890,340
Equipment 46,080 1.879.952 2,063,690
Grants and In-Person Assisters® 0 0 1,530,231
Travel 67,357 33,586 15,590
Other 273,020 2,255,108 609,642
Total Expenditures $2,114603  $40,452,239 $17,363,385

' Due to limited MNsure financial activity for Outreach Grants and In-Person Assisters through December 31,

2013, we expanded our scope to March 31, 2014.

Source: State of Minnesota’s accounting system.

Table 3 shows costs allocated to the Department of Human Services to modernize
computer systems for enrollment in public health care programs.

Table 3

Minnesota Health Insurance Exchange
Expenditures Funded from Public Programs*

Administered by the Department of Human Services

July 1, 2011, through December 31, 2013

Expenditure Type FY 2012 FY 2013 FY 2014
Information Technology Contracts $ 2,663 $16,218,285  $1,088,900
Software Support and Licenses 0 11,276,744 1,416,955
Equipment 783 1,083,063 706,470
Other 8,980 1,401,094 979,705
Total Expenditures $ 12,426 $29,979,186 $4,192,030

! Public programs include Medical Assistance (Medicaid) Children’s Health Insurance Program, and
MinnesotaCare. The U.S Department of Health and Human Services’ Centers for Medicare and Medicaid
Services approved the cost-sharing portion of Exchange costs paid from Medicaid and the Children’s Health
Insurance Program using various federal financial participation rates. The remaining portion was funded from
the state General Fund appropriations to the Department of Human Services.

Source: State of Minnesota’s Accounting System.
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Objective, Scope, Criteria, and Methodology

The objective of our audit was to determine whether state agencies involved in the
development of the Exchange’ had adequate internal controls and complied with
federal finance-related legal requirements related to costs incurred for the State
Planning and Establishment Grants for the Affordable Care Act Exchanges
(CFDA 93.525). An audit of federal awards is required by the U.S. Office of
Management and Budget.

The audit scope included expenditures for fiscal years 2012, 2013, and 2014
(through December 31, 2013), including:

Information Technology Contracts

Software Support and License Agreements
Professional and Consultant Services Contracts
Personnel/Payroll and Travel

Equipment

e Outreach Grants and In-Person Assister Services

In addition to examining internal controls for these expenditures, we also
examined MNsure’s controls over collection of receipts, employee ability to
update financial transactions in the state accounting systems, and whether state
agencies involved in developing the Exchange complied with various state and
federal finance-related legal requirements.

The audit used the following federal criteria to assess compliance:

e Patient Protection and Affordable Care Act of 2010 (Public Law 111-148
as amended by Public Law 111-152).

e Office of Management and Budget (OMB) Circular No. A-133 general
compliance features applicable to federal programs, including:

- Activities Allowed or Unallowed

- Allowable Costs/Cost Principles (A-87)
- Cash Management

- Equipment and Real Property

- Period of Availability of Federal Funds

- Procurement and Suspension/Debarment
- Reporting

- Subrecipient Eligibility and Monitoring

" The state agencies involved in the development of the Exchange consisted of the departments of
Commerce, Health, Human Services, and Management and Budget, MNsure, and the Office of
MNL.IT Services.
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e Federal Compliance Supplement for the State Planning and Establishment
Grants for the Affordable Care Act’s Exchanges (CFDA 93.525).

e U.S Department of Health and Human Services - Notice of Award -
General Terms and Special Terms and Conditions.

Since Minnesota spent the federal grants through state-established procurement
processes, computerized financial systems, and contracts, we also tested for
compliance with requirements contained in:

e Minnesota Statutes 2013, Chapters 16A, 16B, 16C, and 62V/%;

e Minnesota Rules 2013, Chapter 7700;

e MNsure Board Policies;

e Department of Management and Budget Statewide Financial Policies and
Procedures, and Department of Administration guidelines;

e Professional services contracts, employee bargaining unit contracts and
state personnel plans, and the MNsure Compensation Plan.

To meet the audit objectives, we gained an understanding of MNsure and State of
Minnesota financial policies and procedures. We considered the risk of errors in
the accounting records and noncompliance with relevant legal requirements. We
obtained and analyzed the accounting data to identify unusual trends or significant
changes in financial operations. In addition, we selected financial transactions
and reviewed supporting documentation to determine whether Exchange costs
were accurate and allowable, including the costs allocated for public programs.
We tested whether internal controls were effective and if the transactions
complied with laws, policies, and contracts.

Appendix A provides a further overview of financial areas significant to the
Exchange and our specific methodology in examining each area.

We conducted the audit in accordance with generally accepted government
auditing standards. Those standards require that we plan and perform the audit to
obtain sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions based on our audit objectives.

We used the guidance contained in the Internal Control-Integrated Framework,
published by the Committee of Sponsoring Organizations of the Treadway
Commission, as our criteria to evaluate MNsure’s internal controls.” We used

8 Upon passage of Minnesota Statutes 2013, 62V.03, subd. 2 (d) (2), the Legislature exempted
MNsure from certain sections contained in Minnesota Statutes 16B and 16C.

® The Treadway Commission and its Committee of Sponsoring Organizations were established in
1985 by the major national associations of accountants. One of their primary tasks was to identify
the components of internal control that organizations should have in place to prevent inappropriate
financial activity. The resulting Internal Control-Integrated Framework is the accepted
accounting and auditing standard for internal control design and assessment.
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state statutes and contracts, as well as policies and procedures established by the
departments of Management and Budget and Administration, and MNsure, as
criteria to evaluate compliance.

Conclusion

State agencies involved in developing the Exchange’® had generally adequate
internal controls and generally complied with most legal requirements applicable
to spending public money in fiscal years 2012, 2013, and 2014 (through
December 31, 2013). However, MNsure did not have adequate controls over
marketing costs and the collection of receipts and did not comply with some of its
board policies and Minnesota Statutes. In addition, MNsure and the departments
of Commerce and Management and Budget had other internal control weaknesses
and noncompliance with federal and state requirements as noted in the findings in
this report.

The following Findings and Recommendations section provides further
explanation about the exceptions noted above.

19 State agencies involved in the development of the Exchange consisted of the departments of
Commerce, Health, Human Services, and Management and Budget, MNsure, and the Office of
MNL.IT Services.
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Findings and Recommendations

MNsure did not appropriately authorize $925,458 of additional marketing
work or execute a contract amendment until after the contractor completed
work.

As allowed by the federal grant, Minnesota launched a statewide public education
and awareness campaign aimed at reaching uninsured individuals and populations
who are potential users of the Exchange. State exchange staff hired a contractor
in April 2013 for the development and production elements of the campaign.
Through a competitive process, they selected BBDO Proximity to perform this
work.

We tested marketing expenditures to ensure that the State publicized the
availability of the contract; that the contract appropriately defined the scope of
work, contained the required elements, and was authorized by personnel with
delegated authority; and that invoices were reviewed and authorized. We
identified the following concerns:

Lack of Management Authorization. MNsure marketing staff did not obtain
management approval for $925,458 of additional marketing work completed by
BBDO Proximity. The original contract, totaling $666,590, was effective from
April 8, 2013 to March 31, 2014; however, MNsure staff indicated that the former
marketing director allowed the scope of work to increase beyond the original
contract without management’s written authorization. On May 16, 2014, the
MNsure chief financial officer subsequently authorized a contract amendment to
increase the amount to $1,592,048 for the services already performed even though
the contract had expired six weeks earlier.

MNsure Policy #05, Delegation of Authority & Authority Limits, and official
Minnesota Delegation/Rescission of Authority documents filed with the Secretary
of State, provided the executive director and the chief financial officer with legal
authority to make financial commitments and authorize contracts on behalf of
MNsure. The policy indicates the following:

“All staff members are expected to be familiar with their
authorization limits,... to operate within them, and to exercise care
with respect to decisions made and commitments entered into on
behalf of the organization. All delegations by the Executive
Director to subordinate staff members must be made in writing and
must include start and end dates. Documentation must be
maintained for all delegations.”

Finding 1
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“Individuals executing contracts and approving transactions on
behalf of MNsure must ensure that all approvals and reviews
required by this Policy, and other MNsure policies and
procedures, have been followed....”

The MNsure executive director did not further delegate authority to the marketing
director to execute contracts. As a result, the former marketing director did not
have authority to allow the contractor to proceed with additional marketing work
without management’s authorization through an amended contract.

Allowing the contractor to begin additional work without an authorized contract
did not comply with state law. Minnesota Statutes 2013 16C.08, subd. 2 (b) (5),**
requires a certification that “...the agency will not allow the contractor to begin
work before the contract is fully executed...” We noted that MNsure
subsequently authorized the contract amendment after the contractor had already
performed the additional marketing work.

Without executing a contract amendment before work starts, the extent and cost
of the contractor work is subject to possible fraud and abuse. Also, the lack of
prior management authorization could allow MNsure staff to inappropriately
commit resources for services that may not be in MNsure’s best interest.

Failure to Set Aside Money. MNsure also did not comply with Minnesota
Statutes by failing to set aside $925,458 in the state’s accounting system prior to
permitting BBDO Proximity to perform the additional marketing work.

Minnesota Statutes 2013, Chapter 16A, provides the legal framework for
incurring financial commitments and ensuring money is available to pay public
obligations:

Minnesota Statutes 2013, 16A.011, subd. 11, defines an encumbrance as
*“...the commitment of a portion or all of an allotment in order to meet an
obligation that is expected to be incurred to pay for goods or services
received by the state...”

Minnesota Statutes 2013, 16A.15, subd. 3(a), states: “...An obligation may
not be incurred against any fund, allotment, or appropriation unless the
commissioner has certified a sufficient unencumbered balance or the
accounting system shows sufficient allotment or encumbrance balance in
the fund, allotment, or appropriation to meet it.... An expenditure or
obligation authorized or incurred in violation of this chapter is invalid
and ineligible for payment until made valid. A payment made in violation
of this chapter is illegal...”

1 Minnesota Statutes 2013, 62V.03, subd. 2 (d) (2), exempted MNsure from chapter 16C “with
the exception of sections 16C.08, subdivision 2, paragraph (b), clauses (1) to (8).”
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After recognizing there was no money set aside for marketing work already
completed, the MNsure executive director prepared a 16A.15-16C.05 Form (also
known as a 16A letter) on May 19, 2014, to explain what occurred and the
corrective action taken to prevent the problem from reoccurring.

Recommendation

e MNsure should improve internal controls and compliance with

its board policy and Minnesota Statutes by:

- ensuring staff obtain authorization to incur obligations
from personnel granted with delegated authority;

- ensuring that contracts and amendments are written and
executed prior to beginning work; and

- requiring a set aside of funds in the accounting system
prior to incurring obligations.

MNsure did not design and implement adequate internal controls over
collection of receipts from applicants.

MNsure lacked adequate controls over receipts, including a critical assurance that
it deposited all incoming money. MNsure financial staff used the Exchange to
track individuals and companies who submitted insurance payments, but it had no
assurance that amounts collected were fully and timely deposited and accurately
recorded in the state’s accounting system.

As of March 31, 2014, the state’s accounting system showed that MNsure
collected and deposited $8.4 million of insurance premiums. It received
approximately 70 percent ($5.9 million) by electronic payments. The Department
of Human Services Receipts Center collected $2.4 million in checks, and the
department’s Walk-in Center also collected $44,656, while MNsure received
checks and cash totaling $106,519.

Minnesota Statutes 2013, 16A.275, subd. 1, requires “... an agency shall
deposit receipts totaling $1,000 or more in the state treasury daily.”

State policy™ indicates:

“Agencies policies and procedures should address, at a minimum, the
following internal controls:

e Agencies should maintain a receipt log or similar documentation that
includes sufficient information to ensure all receipts received are
deposited....

12 Department of Management and Budget Policy 0602-01, Recording and Depositing Receipts.

Finding 2
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e Anemployee separated from the receipting, depositing, and receipts entry
should reconcile the deposits to SWIFT on a minimum of a monthly basis
to ensure receipts have been deposited completely and accurately in
SWIFT....

Agencies are responsible for accurately recording ....information in SWIFT
which includes, but is not limited to, the following:

e Complete and reconcile both the bank deposit to the SWIFT deposit. The
reconciliation process should include the following:
o The daily receipt log to actual receipts.
0 The bank deposit slip to actual receipts.
0 The bank depos